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▪ Where are we?

▪ Why is this happening now?

▪ Threats

▪ Defenses

▪ Q&A

Agenda











▪My organization is too small or to be a target

▪My data (or the data I have access to) isn’t valuable

▪Attacks are always technically complex

▪New software and devices are secure out-of-the-box

▪Cybersecurity requires a huge financial investment

▪Cyber breaches are covered by insurance

▪Security is an IT issue

Cybersecurity myths

















“Only amateurs 
attack machines; 

professionals target 
people.” – Bruce 

Schneier



▪Nothing is foolproof

▪Focus on risk

▪Take a layered approach – Defense In Depth

▪ Invite security to the party from the beginning

▪Threats emerge and evolve constantly

▪Education and awareness are critical

▪Maintain a very healthy dose of skepticism/paranoia

Guiding principals of security















"Spoofing, in general, is a fraudulent or malicious practice in which 

communication is sent from an unknown source disguised as a source known 

to the receiver. Spoofing is most prevalent in communication mechanisms that 

lack a high level of security." – Techopedia

Spoofing

https://youtu.be/6gQX2duuJJQ


















https://www.wcpo.com/listen-how-ai-can-clone-your-voice-use-it-in-phishing-scams






















Hope and 

denial are NOT 

a strategy!

Don’t be 

scared be 

prepared!





Privacy and security are different 

things:

• Security: why you lock your door

• Privacy: why you close your 

curtains

Both are a really good idea! 

Privacy <> Security



▪Use strong, unique passwords for every account

▪Passphrase is better: “1l0vepizz@with0ni0ns”

▪Use a password manager with MFA 

Password Hygiene



▪Aka Two-factor Authentication 

(2FA) or Two-Step Verification

▪Enable MFA everywhere

▪Use an authenticator app rather 

than SMS 

based OTPs

Multi-factor Authentication (MFA)



MFA Protection



▪ALL devices that contain software!

▪Automate

Software updates



▪AKA

anti-malware, 

anti-virus, 

MDR, 

EDR, XDR

▪Update!

Endpoint Protection (EPP)



▪Use a firewall to 

protect 

your device / network

▪Your router can be 

configured to act as

a firewall

▪Windows has a 

software firewall

Firewall



▪3-2-1 rule 

▪At least 3 versions 

of your data on two 

different media, 

one of which is 

off-site

▪Test backups!

Backup



▪Create an 

encrypted 

connection

▪Never use public 

Wi-Fi without a 

VPN

▪Less critical if all 

your apps are 

cloud based

Virtual Private Network (VPN)



▪Scrambles data so that it can only be unscrambled 

with the appropriate key

▪Encrypt data at rest and in transit

Encryption



▪Change default password to a strong password

▪Enable WPA2 or higher encryption

▪Enable firewall

▪Use a guest 

network

to segment traffic

Wi-Fi



▪This applies to desktop apps, 

mobile apps, and browser 

extensions

▪Delete apps you don’t need

▪Use privacy friendly platforms & 

apps

Vet software carefully



▪ Setup controls and limits on ACH and wire-

transfers for your business account

▪Consider paper check positive pay, or use a 

separate account to write checks out of

▪Talk to your bank about available protections

Secure Bank Accounts









▪My organization is too small or to be a target

▪My data (or the data I have access to) isn’t valuable

▪Attacks are always technically complex

▪New software and devices are secure out-of-the-box

▪Cybersecurity requires a huge financial investment

▪Cyber breaches are covered by insurance

▪Security is an IT issue

Cybersecurity myths



▪ Email: Proton mail

▪ VPN: Proton VPN

▪ Password Manager: 1Password

▪ File sharing: Proton / MS OneDrive

▪ MFA Autheticator: Authy / MS Authenticator

▪ A/V: MS Defender

▪ Firewall: MS Firewall

▪ Brower: Firefox, Brave, Safari

▪ Search Engine: DuckDuckGo, Brave, StartPage

▪ Encryption: BitLocker

My Personal Tech Stack



For more information
▪ Bruce 

Schneier:@schneierblog

▪ US-CERT: @USCERT_gov

▪ SecurityWeek: @SecurityWeek

▪ Center for Internet Security: 

@CISecurity

▪ MSRC: @msftsecresponse

▪ NIST Cyber: @NISTcyber

▪ Intrust IT: @IntrustIT

▪ CISA: CISAgov

▪ MSRC: @msftsecresponse

▪ Microsoft Secure: 

@msftsecurity

▪ RSA: @RSAsecurity

▪ Mikko Hypponen: @mikko

▪ Troy Hunt: @troyhunt

▪ CSOnline: @CSOonline

▪ Me: @DaveHatter



▪ www.microsoft.com/security

▪ security.microsoft.com/securescore

▪ securityscorecard.com

▪ www.twofactorauth.org

▪ www.safer-networking.org

▪ www.webopedia.com

▪ www.opendns.com

▪ www.hackerwatch.org

▪ www.haveibeenpwned.com

▪ www.twofactorauth.org

▪ www.knowbe4.com

▪ www.antiphishing.org

▪ www.idtheftcenter.org/facts.shtml

▪ www.cisa.gov

▪ www.fbi.gov

▪ www.ic3.gov/default.aspx

▪ www.ftc.gov/bcp/conline/pubs/alerts/phishingalrt.htm

▪ enterprise.verizon.com/resources/reports/dbir/

▪ www.sans.org

▪ www.us-cert.gov/ncas/current-activity/2019/11/06/cisa-launches-cyber-essentials-

small-businesses-and-small-sltt

▪ www.nist.gov/cyberframework

▪ www.cisecurity.org

▪ www.ftc.gov/tips-advice/business-center/small-businesses/cybersecurity

▪ www.pcmag.com/roundup/256703/the-best-antivirus-protection

▪ www.knowbe4.com/ransomware-simulator

▪ www.zdnet.com

▪ www.cnet.com

▪ www.techradar.com

▪ foundation.mozilla.org/en/privacynotincluded

▪ www.plunkfoundation.org

Additional Resources



Questions?

“Cybersecurity is national security” 

- NSA Director General Paul Nakasone



ASK ABOUT OUR NO-COST, NO-OBLIGATION IT ASSESSMENT

Dave Hatter, CISSP, CISA, CISM, CCSP, CSSLP, PMP, ITIL
linkedin.com/in/davehatter

twitter.com/davehatter

hh

Get our checklist: 
https://www.intrust-it.com/cyber-security/cyber-essentials-checklist

• Catch Tech Friday live on 55KRC at 6:30 AM every Friday on 550 AM or http://55krc.iheart.com

• Catch Cyber Monday live on WTVG at 6:30 AM and Tech Support at 9:00 AM every Monday on 13 ABC or https://www.13abc.com/

Thank You! 

http://55krc.iheart.com/




Intrust At a Glance
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